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Quick guide
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Explanation

FTAPI deliveries & security levels

You have received a delivery with security level 1, 2, 3 or 4 from a
licensed FTAPI user. How to download or decrypt the attachment
of such a delivery is described below.

0 The creation of a guest account and a SecuPass key is
necessary once and is free of charge. You can use both for all
other deliveries that you receive from or send to a licensed
FTAPI user.

0 Do not forget your SecuPass key! Without your SecuPass
key, you can no longer access your end-to-end encrypted
data (security level 3, 4). Even the administrator cannot
recover your SecuPass key
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The security levels explained:

The attachment and message
are end-to-end encrypted and
are decrypted with an FTAPI
account and SecuPass key

The attachment is encrypted
end-to-end and is decrypted with
an FTAPI account and SecuPass
key

The files are accessible via a
secure link. An FTAPI guest
account is required for retrieval

The files are accessible via a
secure link. Anyone who knows
this link can open the delivery
and download the files
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Download attachments with
Security level 1

Safe link Q Confirm the email address
A browser window opens. Enter your email address there

o Open email and click on “Confirm”. The delivery is then opened via a

You will receive a delivery from a licensed FTAPI user in
your usual email program. You see the sender, the subject,

secure link.

the text message and the attachment. Click “Start 9
Download” at the end of the delivery.

Download the attachment
Download the attachment using the “Download” button. If

P —— — x a delivery contains more than one attachment, all files are
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Download attachments with
Security level 2

Safe link + login

Q Open email
You will receive the delivery in your usual email program.
Click on the “Start Download” button at the end of the

delivery.

Log in or create a free FTAPI account
Log into the web interface with your access data to
download the attachment. If you do not yet have an FTAPI
account, you will be asked to create a free guest account
(see screenshot on the right).
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7] FTAPI

FTAPI account creation
choos

@ Download the attachment via the web interface

After you have created your account, you are directly in the
FTAPI web interface and can download the attachments via
the “Download” button.
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Download attachments with
Security level 3&4

Secure link + login + encrypted file
(+ encrypted message)

Deliveries with security level 3 and 4 are end-to-end encrypted.
In order to be able to decrypt the attachment (at level 4 also the
message text), you need an FTAPI account and a SecuPass key.

(V] Open email
You will receive the delivery in your usual email program.
Click on the “Start Download” button at the end of the
delivery.

Log in or create a free FTAPI account
Log into the web interface with your access data to
download the attachment. If you do not yet have an FTAPI
account, create a free guest account. To do this, follow the
instructions on page 4.
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e Decrypt & download the attachment with SecuPass key

If you have successfully logged in, you must enter your
SecuPass key (see screenshot below) in order to be able to
decrypt and download the end-to-end encrypted
attachment (at level 4 also the message text).

Enter SecuPass Key

To decrypt the message you need to enter your
SecuPass Key.

Confirm Cancel
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Create a SecuPass key

For deliveries with security level 3 & 4

The SecuPass key is required for end-to-end encrypted
transmission. Nobody except the sender and recipient gets
access to the sent files (not even FTAPI). You only have to
specify your SecuPass key once and can then use it for all
further end-to-end encrypted deliveries.

0 Set SecuPass key
Click on the note below in the delivery to create the
SecuPass key (see screenshot on the right). Specify this once
and then click on “Save”. Do not forget your SecuPass key,
otherwise you will no longer be able to access encrypted
data (Security level 3, 4). Even the administrator cannot
reset the SecuPass key!
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Delivery from Elizaveta Sugrobova

Please Select your SecuPass™
Tness e dan
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0 Intermediate step: Approval by the sender

After you have created the SecuPass key, the sender must
give you access once. The sender is automatically informed
by email.

Decrypted delivery

If the sender has given you access, you can use your
SecuPass key to decrypt and download the attachment to
the delivery (in level 4 also the message text) .
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