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Maximum security for your
data

Countless amounts of data are exchanged every day, both
internally and beyond company borders. Much of this data is
highly sensitive and should not fall into the wrong hands. With
FTAPI, you can choose from four different levels of security
depending on the sensitivity of the data. Administrators also have
the ability to assign particular security levels when sending
internal company data.

Attachment and message are
end-to-end encrypted and
decrypted using a FTAPI
account and SecuPass key

Attachment is end-to-end
encrypted and decrypted
using a FTAPI account and
SecuPass key

@ compliance and data protection-compliant communication Files are retrieved via a

secure link and FTAPI

@& End-to-end encryption for maximum protection

account
@ continuous further development of our encryption
technology for long-term security Files are retrieved via a
. . . . . 1 secure link
@ Flexible configuration of the respective security levels
@ Excellent transparency and tamper-proof
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Security level 1

Secure link

Documents sent using security level 1
are retrieved via a secure link. Anyone
with access to this link can open the
document and download the files. A
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You should therefore only send documents intended for general
use with this security level — no personal or confidential data. This

FTAPI account is not required here.

may include non-critical data such as tender documents or
particularly large files such as product brochures or software
updates. These documents can be quickly, securely and easily
shared using security level 1.
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Security level 2

Secure link + login

If data should only be downloaded by
certain recipients, security level 2 is
recommended. This is because the
recipient must have a FTAPIl account in

order to retrieve the document.

If the recipient does not yet have a FTAPI account, a free guest
account is automatically created for them. This is a quick and
easy solution for establishing a secure communication channel
with external recipients.
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Security level 3

Secure link + login + encrypted files

Security level 3 allows sensitive or company-critical data to be
sent using end-to-end encryption. The recipient requires a FTAPI
account and SecuPass key to decrypt the files. The SecuPass key
ensures that files are always sent using end-to-end encryption.
This means that nobody other than you and the intended
recipient can access the file contents - not even FTAPI.

This allows you to securely transfer
employment contracts or payroll
accounts, for example. Intellectual
property and critical company data
are optimally protected with
security level 3.
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Security level 4

Secure link + login + encrypted files + encrypted message

Security level 4 goes one step further by also encrypting your
message to the recipient. All text is consistently end-to-end
encrypted. The recipient also requires a FTAPI account and
SecuPass key to decrypt the message and files. This ensures that
no unauthorised parties get wind of your intentions.

Security level 4 is ideal if you
wish to discuss sensitive and
company-critical topics such as
strategies or plans via email.
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Feel free to contact us
if you have any
questions

FTAPI Software GmbH 089 2306954 0
Steinerstr. 15 F info@ftapi.com
81369 Miinchen ftapi.com
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